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Hardware Setup 1

nAppliancemISAE Serveris an advanced application layer firewall, virtual private network

(VPN), and Web cache solution that enables you to maximize existing IT investments by
improvingnetwork security and performance. TippliancemISAE Serverfirewall is

preinstalled and hardened to provide secure connections to the Internet and enable a similar level
of security for remote access connections to resources on the protected network.

The nAppliancemISAE ServerUsers Guide focuses on important issues that you should
consider However, this Users Guide is not a comprehensive guide to configuring all of the
firewall features ohAppliancemISAE Server You can find indepth coverage aboofppliance
MISAE Serverfirewall and Web caching configuration in the Help file included with the product
andon themISAE Server2006website
(http://www.microsoft.commhmISAEEserver/200&iefault. mspx

This guide contains basic information about network configuration and setup. If you are an
experienced firewall or network administrator, you will already be familiar with most of the
concepts and procedures contained in this guide. Hoywarearecommend that you briefly
review the subjects covered in this guide as some of the subjects may be new or of specific
interest to you.

Hardware Setup

This sectiorincludes the following topics concerning the hardware
v Package Contents

v ConnechAppliancemISAE Server

v Power On the Appliance

v Connecting to theAppliancemISAE Server WebManagement

The topicii Co n n e c t nApptiandenolSAE Beever WekMa n a g e speciiigs bw to
connect to th&Web-Management of theAppliancemISAE Server. It is a fleible and simple
configuration method to fit theesver to yourequirements, the full functionality is described in
t he | at eApplianbem|SAEServeiWelMa nagement 0.

Package Contents

The packageontairsthe following items

v nAppliance mISAE Server, power cabling

v nAppliance Appliance Installation DVD

v nAppliance mISAE Server Users Guide

v nAppliance mISAE Server Quick StaiGuide

© 2006 nAppliancéNetworks, Inc
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Hardware Setup 3

As you ®ein the picture you have eighetwork ports: LANA through LAN H, all ports are
able to handle 1000/100/10 Mb/s connectidiee default configuration of the interfacesas
follows:

LAN A;
v IP Address: 192.168.73.254
v Netmask: 255.255.255.0
LANB i LANH:
v DHCP

Action

1. To connect th@AppliancemISAE Server to your network use either LAN A if you prefer
using statt IP addresses or LAN B througAN H to obtain an IP address automatically
from your DHCP server.

2. Connect a monitor to the VGA display cautor on thenAppliancemISAE Server
computer.

Connect a mouse and keyboard te B52 connectors

Plug the computer end of the power cord intortAppliancemISAE Server computer
power connector, and plug the other end into an appropriate power source.

© 2006 nAppliancéNetworks, Inc



4 nAppliance mISAE Usersuiile

Powenthe Appliance

= Action

1. Change the power switch t o £ QApplianeemiBAETr ess t he
Server computer.

When powering on the appliance for the first time the server checks the file systems and reboots
the machineAfterwards an automatic windows setup will start which does not require any user
interaction.

After the setup process has finished, the serveretibot anchutomatically log on to the system
as the administrator and execute important post installstigpts. Finally the computer will

reboot and display the logon screen. Now you have the possibility to connect you to the server
over the WekManagement.

l} Important

The initial setup of the appliance is completely unattended and must not be
interrupted by the user.Note that the appliance will reboot 3 times before it
is fully functional and ready for operation.

Connecting to tmAppliancenlSAEBerver Web
Management

=  Action
1. Start aMicrosoft Internet Explorer

2. Enterhttps://192.168.73.254:8091 the address field if you use the ym@nfigured IP
Address given by LANAI f you have ¢ h aaddgessdrybuhuse LANBrov er 6 s |
LAN C, please enter the new address instead of entering tisefplie@ Addess
192.168.73.254h the given formahere.

Should the following browser warning appear on your screen, please confirm the message with
YES.

Security Alert 1 x|

(Y Information you exchange with this site cannot be viewed or
changed by others. However, there is a problem with the site's
security certificate.

o)

© 2006 nAppliane Ne

@ The security certificate was issued by a company you have
not chosen to trust. Yiew the certificate to determine whether
you want to trust the certifying authority.

o The secuiity certificate date is valid.

3 The name on the security certificate does not match the
name of the site.

Do you want to proceed?

View Certificate
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Hardware Setup 5

3. Inthe next screen you have to input the user name and the pasBwdefault the ser
nameis Administrator and the password iappliancel3

User name: I | 5} j

Password: I

| Remember my password

(04 I Cancel

4, ChooseOK.

i} Important

To enable the full functionality of the WelManagement you have to add the
internal IP address to the trusted sites in the Microsoft Internet Explorer.

= Add theinternal IP address to the trusted sites
1. To do this open the Microsoft Internet Explorer and select the menT dels

2. Choosdnternet Options.

© 2006 nAppliancéNetworks, Inc
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Select the talSecurity.
Click on the IconTrusted sites
Pressthe buttoBi t e s é

S e o

servero6s | P address in the given
PressAdd.

Pres0K in the windowTrusted sites

PresOK in the windowinternet Options.

Initial Setup Considerations

Enterhttps://192.168.73254inthee xt b o X . I f you dondét wuse

for mat .

You need to address a number of issaed questions before beginning tigpliancemISAE
Serverfirewall setup. ThaAppliancemISAE Serverfirewall will be able to provide you the best

level of security and accessibility if you considleese subjects before you begin

EI' Note

All configuration steps described in this chapter can be done through the
mISAEServer WeblManagement interface. For a detailed description of the
Webnterface see ChaptertiAppliancemISAEWeb-Management interface".

Firewall Lockdown Mode

dl Important

YourmISAE 2006 Enterprise Edition Appliance defends itself out of the box
by running in lockdown mode. Please follow the upcoming chapters carefully
in order to leave firewall lockdown mode.

© 2006 nAppliane Networks, Inc
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Initial Setup Congilerations 7

A critical function of a firewall is to react to an attack. When archttecurs, it may seem that

the first line of defense is to disconnect from the Internet, isolating the compromised network
from malicious outsiders. However, this is not the recommended approach. Although the attack
must be handled, normal network coningtst must be resumed as quickly as possible, and the
source of the attack must be identified.

The lockdown feature introduced withlSAE Server2006combines the need for isolation with
the need to stay connected. Whenever the Microsoft Firewall seswicevin mISAE Server
enters the lockdown mode. This occurs when:

The server is starting up and the Firewall service has not started yet.
The first time configuration has not been done, Appliance needs to be initialized.

An event triggers the Firewall séce to shut down. When you configure alert definitions,
you decide which events will cause the Firewall service to shut down. Essentially, you
configure whemmISAE Server enters lockdown mode.

The Firewall service is manually shut down. If you become awlmalicious attacks, you
can shut down the Firewall service, while configuringrti&AE Server computer and the
network to handle the attacks.

Affected functionality

When in lockdown mode, the following functionality applies:

)

L

The Firewall Packet FilteEngine (fweng) applies the firewall policy.

The following system policy rules are still applicable:

v Allow ICMP from trusted servers to the local host.

v Allow remote management of the firewall using MMC (RPC through port 3847).
v Allow remote managemeiof the firewall using RDP.

v Allow remote Management using the Wietberface.

Outgoing traffic from the Local Host network to all networks is allowed. If an outgoing
connection is established, that connection can be used to respond to incoming traffic. For
example, a DNS query can receive a DNS response, on the same connection.

No incoming traffic is allowed, unless a system policy rule (listed previously) that
specifically allows the traffic is enabled. The one exception is DHCP traffic, which is always
allowed. That is, the UDP Send protocol on @8tis allowed from all networks to the Local
Host network. The corresponding UDP Receive protocol ongyoig allowed.

VPN remote access clients cannot accekSAE Server. Similarly, access is denied to
remote site networks in si-site VPN scenarios.

© 2006 nAppliancéNetworks, Inc



8 nAppliance mISAE Usersu@ile

v Any changes to the network configuration while in lockdown mode are applied only after the
Firewall service restarts amllSAE Server exits lockdown mode. For example, if you
physically move a network segmteand reconfigurenlSAE Server to match the physical
changes, the new topology is in effect only aftdSAE Server exits lockdown mode.

v MISAE Server does not trigger any alerts.

Leaving lockdown mode

After setting up all system and network specificgmaeters like network interfaces, DNS client
and active directory membership, you will learn how to initializeth®AE 2006 Enterprise
Edition Appliance at the end of this chapter. Initializing the server will automatically leave
lockdown mode.

InternalNetwork Overview

The Internal network consists of addresses on the protected network that are not associated with a
perimeter or external network interface. Addresses on the LAN are typically part of the Internal
network. ThenAppliancemISAE Serverdepend on the correct configuration of the Internal

network adapter so thafAppliancemISAE Serverfirewall system policy is applied correctly.

Network infrastructure seices such as Active Directodjrectory service domain controllers,

internal DNS server§)HCP servers, Windows Internet Name Service (WINS) servers, Terminal
Services, Internet Control Message Protocol (ICMP), Common Internet File System (CIFS), and
others depend on the correct configuration of the Internal network.

Incorrect configuration ahe Internal network addresses could lead to a compromise of the
nAppliancemISAE Serverfirewall.

The Internal network consists of a collection of addresses representing a portion of a network 1D,
an entire network ID, or several network IDs. The Intenedéwork can represent all addresses
accessible from one or more network adapters.

Computer Name and Administrator Password

ThenAppliancemISAE Serverfirewall computer name must be different from any other
computer on your network. No two computersyonr network can have the same name. The
computer name must be 15 characters or less in length and include only letters and numbers
(spaces are not allowed).

= Action

© 2006 nAppliane Networks, Inc



Initial Setup Considerations 9

v Choose a computer name for tippliancemISAE Serverfirewall computer. Make sure
thatthis name is not already in use on the network. The name must be 15 characters or less
in length and contain only letters and numbers (spaces are not allowed). Refer to your
computer name database if you are installinghtygpliancemISAE Serverfirewall on a
larger network.

The Administrator account has complete access to all components afAmpliance

MISAE Serverfirewall. Any person connecting to timppliancemISAE Serverfirewall

with the Administrator account can take control of the fireveadt] from there attack your
network. You must use a complex and difficult to guess password for the Administrator
account. This helps to prevent attackers from easily guessing the password.

[ | Note

It is important that the password should be at least 7 deasac

in length and should include capital letters, small letters and numbers.
Otherwise you would get a reference that the password does not fulfill
the requirements.

= Action

v Write down the administrator password that you will use for yd\ppliancemISAE Server
firewall and then memorize this password. Put this paper in a protected location after the
nAppliancemISAE Serverfirewall installation is completed. Note that if thAppliance
mISAE Serverfirewall will be joined to a domain, be sure to qasnwith existing domain
wide password policy.

Workgroup and Domain Name Considerations

ThenAppliancemISAE Serverfirewall can be janed to a workgroup, a Microsdi¥indows
Server2003 or Window000 Active Diectory domain, or a WindowsT 4.0 doman. You

may want to join th@AppliancemISAE Serverfirewall to your Windows domain if you already
have a Windows Serv@003 or Window000 Active Directory domain, or a Windows 4.0
domain on your network.

An advantage of joining theAppliancemISAE Serverfirewall to your domain includes:

v The ability to assign permissions for Internet access on a domain user or group basis and
centralized management of the firewall computer through Group Policy.

© 2006 nAppliancéNetworks, Inc
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A dmmISAEHvantage of joining theAppliancemISAE Sewer firewall to your domain
includes:

Many firewall experts believe that joining théppliancemISAE Serverfirewall to your domain
may reduce the overall level of protection that the firewall can provide to your network.

Note that when you join th@AppliancemISAE Serverfirewall to a Windows domain, the

domain Group Policy may be applied to the firewall computer. This may change the level of

security on theAppliancemISAE Serverfirewall computer. You may want to join the

nAppliancemISAE Serverfirewall to a workgroup and later join a Windows domain after you

have a better understanding of how Group Policy
configuration.

You will join the nAppliancemISAE Serverfirewall to a Windows workgroup if you dooh
have a Windows domain or if you choose not to joinntAppliancemISAE Serverfirewall to an
already existing domain.

=  Actions

1. Decide on whether you want to join thappliancemISAE Serverfirewall to your
Windows domain before installing timdppliancemISAE Serverfirewall onto your
network.

2. Write down the name of your domain and the user name and password of a user that has
permissions to add a computer to the domain.

3. If you do not have a Windows domain, or if you do not want to join péyopliance
mMISAE Serverfirewall to your Windows domain, write down the name of the workgroup
already in use on your LAN.

4. If you do not already have a workgroup name for your LAN, you can use the workgroup
name, WORKGROUP.

If you chose to join thaAppliancemISAE Serverfirewall to you domain perform the
following procedure.

1. Connect you to theAppliancemISAE Server using th&Veb-Managementfrom a remote
computer.

On the primary navigation bar, chodsetwork.
Choosddentification .
Select that the server be part of adomain.

a > DN

Type theuser nameandpasswordof the person who has permission to add client
computers to the domain

ChooseOK.
When prompted to reboot the senadick Yes

© 2006 nAppliane Networks, Inc



Initial Setup Considerations 11

ThenAppliancemISAE Serverfirewall is now a member of the Internatwork Active
Directory domain and can access user accounts contained in the Active Directory or
WindowsNT 4.0 domain and domains trusted by that domain.

ThenAppliancenlSABerveFirewall Internal IP
Address

The IP address assigned to the internarfate of thenAppliancemISAE Serverfirewall must
be a valid IP address for the network to which the firewall is directly connected. This address
must meet the following requirements:

v The Internal IP address must be on the same network ID as other ecsrquutnected to the
same network segment.

v The Internal IP address must not already be in use on the network.

v The Internal IP address, in most cases, is statically assigned. Do not use DHCP to assign an
address to the internal interface unless you haypecifc requirement to do so. This helps
prevent name resolution issues for the Firewall and Web Proxy clients.

Examples of network IDs commonly used on LANs include:
192.168.1.0 with a subnet mask of 255.255.255.0

10.1.0.0 with a subnet mask of 255.258.0.

172.16.0.0 with a subnet mask of 255.255.0.0

cC C C© ¢C

(] Note

ThenAppliancemISAEServerfirewall uses a default interral IP address of
192.168.73.254. You should change this toao
addressing requirements.

After changing the internal IP ddress you have to uséhe entered IP
address to connet to your ®rver over WekbMlanagement

For example, consider the network depicted in the following figure 1. All of the computers on the
network have the same subnet mask, which is 255.255.255.0.r€hectimputers on the LAN
have the IP addresses:

v 192.168.2.2
v 192.168.2.3
v 192.168.2.4

The internal interface must be placed in the same network as these computers. In this example,
this is accomplished by assigning the internal interface the IP addresa 164.2.1 By the way
the address to connect over \Wdhnagementrom another internal computemould be

© 2006 nAppliancéNetworks, Inc



12 nAppliance mISAE Usersuile

https://192.168.2.1:80980w. The external interface of theA\ppliancemISAE Serverfirewall is
assigned an Internet IP address that is determineduryinternet service provider (ISP).

192.1658.2.1
il
3

19z2.168.2.2
=

192.1658.2.3 192.166.2.4

Internet Address

Figure 1: Sample network setup

H | Note

IP addressing can be a complex issue. If you do not understand how the IP
addresses were assigned to computers on your LAN, consult with a
networking professional who can assistoy with network IP addressing
issues.

= Actions

1. Before you install theAppliancemISAE Serverfirewall, determine the network ID used on
the network directly connected to its internal interface.

2. Assign the internal interface of thédppliancemISAE Serve firewall an IP address on the

same network | D as the other computers on the
network.

3. If you are not sure what IP address to assign to the internal interfacendfghkance
mISAE Serverfirewall, consult with a atwork professional who can help you with IP
addressing issues.

DNS Server Address on the Internal Interface

Your nAppliancemISAE Serverfirewall needs to resolve names to IP addresses. For example,

each time you use your Web browser to connect to a teatnsithe Internet, such as
www.microsoft.com that name is sent to a Domain Name System (DNS) server to match (or
resolve) that name to the IP address of the website. After your Web browser has the IP address of
the website, it connects to the websitengghe IP address.

© 2006 nAppliane Networks, Inc



Initial Setup Considerations 13

ThenAppliancemISAE Serverfirewall must be configured to use a DNS server that resolves
Internet computer names to IP addresses. There are several ways to do this:

v Install a DNS server on the LAN, configure that DNS server to resoteenlet host names,
and configure theAppliancemISAE Serverfirewall to use that DNS server.

v Use the IP address of your ISP DNS server. The DNS server at your ISP will be able to
resolve Internet computer names, but it will not be able to resolve canmaubes on your
LAN.

v Install and configure a DNS server on tiAppliancemISAE Serverfirewall computer. This
DNS server would be able to resolve both Internet computer names and computer names on
your LAN.

[ | Note
Any network services and client applicamns installed on the firewall can
potentially increase the security risk.

If you are already familiar with the installation and configuration of DNS servers, or if you
already have a DNS server on your LAN, the best option is to configure that DNSteerver
resolve Internet host names, and then create an access rule on the firewall enabling that DNS
server to use the DNS protocol to connect to the Internet.

If you are not familiar with DNS server installation and configuration, or if you do not want to
install and configure a DNS server, you can use your ISP DNS server. The main limitation of this
option is that your ISP DNS server cannot resolve names of computers on your LAN.

Action
1. Determine if you already have a DNS server on your LAN.

2. If you have a@DNS server on your LAN, configure that DNS server to resolve Internet host
names, and then create a firewall rule allowing this DNS server access to the DNS protocol
to all sites on the Internet.

3. If you do not have a DNS server on your LAN, you can ihat8INS server on the
nAppliancemISAE Serverfirewall computer. For details on DNS setup and configuration,
see the Windws ServeR003Help and Support Center.

4. If you do not have a DNS server on your LAN and do not want to install a DNS server on
thenAppliancemISAE Serverfirewall, configure the internal interface to use the IP address
of your ISP DNS server. You may need to consult your ISP website or call them to
determine the correct IP address of their DNS server.

© 2006 nAppliancéNetworks, Inc



14 nAppliance mISAE Usersuile

Custom Network Adapter Configogatio

Your nAppliancemISAE Serverfirewall may be equipped with additional network interfaces. In
addition to the internal and external interfaces, you may have additional LAN, partner access,
and perimeter network (also known as DMZ, demilitarized zonesemegned subnet) interfaces.
These interfaces can be used for:

v Additional LAN interfaces can connect several Internal networks to the firewall. The
nAppliancemISAE Serverfirewall can control what network traffic moves among the LANs
and between the LANand the Internet.

v Perimeter network interfaces can be used to connect perimeter networks hosting publicly
accessible servers and services. For example, you may want to host youmaittore\Web
servers on the perimeter network.

v Partner networks allow Biness partners to connect to resources on a network segment
outside of the LAN and perimeter networks. These are not public networks because only the
partners are able to connect to them. Partner networks are sometimes referred to as extranets.

IP addresss assigned to additional LAN interfaces, perimeter network interfaces, and extranet
interfaces are specific to the requirements or your unique network configuration. The only
requirement from the standpoint of th&ppliancemISAE Serverfirewall is thateach of these
interfaces is configured with IP addresses on different network IDs.

= Actions

1. BeforeconfiguringthenAppliancemISAE Serverfirewall, determine what IP addresses and
subnet masks should be configured on the additional, perimeter netwetkaret
interfaces. Write these down prioradonfiguringyour nAppliancemISAE Serverfirewall.

2. If you need to configure a perimeter network, additional LAN networks, or an extranet, but
do not know what IP addresses to assigmtygpliancemISAE Serve firewall interfaces,
consult with a network professional who can help you determine the correct configuration.

External IP Address Configuration

Your ISP determines the IP address of the external interface wAgiiancemISAE Server

firewall. The addess can be a statically assigned IP address or a dynamically assigned IP

address. Statically assigned IP addresses do not change over time. Dynamic IP addresses change
over the course of hours, days, or weeks. How frequently the address changes iselbteymi

your ISP.

The type of address you use is based on how much you are able to spend on the Internet
connection and the level of service you require. If you will use#ppliancemISAE Server
firewall only for connection your network computers to liternet, a dynamically assigned
address will fulfill that requirement. However, if you want to publish servers on the Internal
network to the Internet, or if you want to take advantage afiftppliancemISAE Server
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firewall virtual private network (VPN3erver features, you will benefit from having a permanent
IP address on the firewall external interface.

You must have a valid IP address assigned to the external interfacendfpipleancemISAE
Serverfirewall before you can connect to the Internet. ¥an assign either a static or dynamic
address to the external interface.

Actions

1. Determine if you have a statically or dynamically assigned external IP address before
installing yournAppliancemISAE Serverfirewall.

If you have a statically assignel dddress, write it down for future reference.

If you have a dynamically assigned IP address, you will configure the external interface to
automatically obtain an IP address.
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InitializingnmISAR006 Enterprise
Edition

As mentioned in the previous chaptyourmISAE 2006 Enterprise Edition Appliance will be

fully operational after thenISAE initialization. This chapter will guide you through this task

with the help of theISAE Initialization wizard" of thenAppliancemISAE Web-Management
interface.

= Actions

1. Connect to theAppliancemISAE Web-Management Interface as described before, you will
see thaVebUI page.

2. If you have completed all the tasks from the previous chapters, you can continue directly
with "ConfiguremISAE2006EE". Be sure thgbu have set up all F_Rddresses, DNS Client
and Active directory membership before.

3. Depending on the desired area of operation you will be asked for several parameters which
will be described now.

mISAHmnitialization Procedure

First of all, you will ke asked for the CSS type. The CSS is the Configuration Storage Server
which stores alnISAE specific settings (access rules, VPN configurations etc.) for your
mMISAE2006 Enterprise Edition firewalls. If you already have an CSS on your local (or remote)
netvork, answer the question by checking tremote"button.

If the CSS is on your local network, selé€he mISAEServer is permanently connected to the
management serverélse choosérhe mISAEServer is connected to the management server
through a VPNunnel".

For a permanently connected CSS you will have to enter the following
information:
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v Managementserver (FQDN of your CSS)

v Account name and password which you want to use to addIB&E Appliance to your
CSs

v Either if you want to create a new arrayj@n an existing array

v Array information (DNS name and description may be left blank when joining an existing
array)

v Authentication method
v Path to client certificate (must be left blank when "Windows Authentication” is selected)

Status | Monitoring | Network | Users | Administration | Maintenance | Help

Interfaces | Set Server Name | Configure ISA2006EE |

ISA 2006 Enterprise Edition Installation wizard

Define the necessary Array Information
Managementserver (FQDN):
Connect Account (domain‘user):

Password: [
Array Membership New Array B
Name of the Array: ’7
Array DNS Name:
Array Description:
Array Authentication Method: Certificate [v]

Path to client certificate: ]

If the CSS is on a remote site, the following information is additionally
needed:

v VPN protocol type

v Depending on the selection (IPSec or L2TP), several VPN specific parameters have to be
entered (i.e. prshared secret, Username and Password etc.)

If you do not have a CSS yet

you have answered the first question widtal", a new array will be automatically created and
both CSS and firewall services will be initialized on thiSAE Appliance. Note that the new
arrays hame is mandatory, DNS name and description ar@alptio

H | Note
A dedicated CSS server is recommended. Do not use a perimeter firewall as
a CSS for your network.
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When you have entered all necessary data, press the "Next" button to continue. All configuration
information has been written to a temporaryfiguration file, which is now used to initialize
your mISAE 2006 EE Appliance.

ter pressing the "Next" button once again, the initialization process will run unattended in the
background.

dl Important
While the initialization processs running, the Appliance ewill be reoobted
once or twice, depending on your selections. Note that the whole proccess
can take up to 10 minutes! No user interaction is required as soon as the
initialization has been started.

To see the status of initializah process verify the log output in Maintenadcd.ogsA
MISAE Initialization Log.

| status | Monitoring | Network | Users | Administration | Maintenance | Help |

Interfaces | Set Server Name | Configure ISA2006EE |

Run ISA-Server initialisation

The initialization process was now started in the background!
To see the status/logs of the Initialization process please go to
Maintenance->Logs->ISA Initialization Log

Note that log files will become available as soon as certain parts of the initialization process have
been finished.

Welcome | Status | Monitoring | Network | Users | Administration Help

Date/Time | Shutdown | Logs | Windows Product Activation | Addons | Backup | Restore | Updates | Alert E-Mail | Language

Logs
View, dear, dowrload, and configure logs.
Application Log System Log
“The appitcation log contains events logged by programs. The system log contains events logged by the operating system companents
Security Log Web Administration Log
The securty log can record security events such 2s valid and invalidlogon attempt. The web administration log contains events logged by the Web server related to access to the

administration web site.

1SA Initialization Log
The I5A Initialzation Log contains information about the status of the ISAAppIrit and the AppCfoWzd!
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nAppliancenlSABerver Firewall
Seup

There are several basic configuration tasks you should carry out. These include:
v Enabling the Web listener
v Enabling the Firewall client listener

v Creating an Internet access rule

Enabling the Web Listener

A Web listener is software that accepts connastivom Web browsers on the LAN configured

to use thaAppliancemISAE Serverfirewall as a Web Proxy server. The Web browser sends
requests to connect to the Internet directly to the IP address nAppéancemISAE Server

firewall listening for outboud Web requests. Some advantages of configuring the Web browser
to use theAppliancemISAE Serverfirewall as a Web Proxy include:

v The client computer connecting to th&ppliancemISAE Serverfirewall does not rely on
its default gateway configuration tonnect to the Web. The client computer only needs to
know the route to the internal IP address ofrtAppliancemISAE Serverfirewall.

v Non-Microsoft operating systems can authenticate witmygpliancemISAE Server
firewall.

v You can use Remote Autherdtion Diatin User Service (RADIUS) to authenticate Web
browsers connecting through the Web Proxy. Microsoft implements RADIUS as part of its
Internet Authentication Service (IAS) servers, which is a service available on Windows
Server2003 and Window2000 Server family products.

v A connection timeout for Web browsers connected to ti#gpliancemISAE Server
firewall can be configured.

v A limit on the number of simultaneous connections can be configured.

= To enable and configure the Web Proxy listener, perform the following
steps.
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4. In the scope pane of tiMicrosoft Internet Security and Acceleration Server2006
management console, expand your server name, expa@adrtfiguration node, and then
click theNetworks node.

5. In the details pane, on tiNetworks page, click théNetworks tab. In the list of networks,
right-click thelnternal network and clickProperties.

In thelnternal Properties dialog box, click th&Veb Proxy tab.

On theWeb Proxy tab, select th&nable Web Proxy clientscheck box. Select thenable
HTTP check box and verify that the default port number inHfRi@P port text box is808Q

Click the Authentication button.

In theAuthentication dialog box, verify that théntegrated check box is selected. Select
theBasiccheck box. Clickresin themISAE Server Configuration dialog box warning

you that passwords are transmitted in clear text when sent by means of Basic authentication.
Note that clear text communications can be captured and read by network analyzers because
they are not encryptetiowever, Basic authentication is supported by all browsers.

10. In theAuthentication dialog box, clickOK.
11. In thelnternal Properties dialog box, clickApply, and then cliclOK.

12. Click theApply button at the top of the details pane to save the changepdatt the
firewall policy.

Enabling the Firewall Client Listener

The Firewall Client is an optional cliestde software component that you can install to enhance
the level of security and accessibility for those host systems. The Firewall Client saftwdre
installed on all 3zbit Windows operating systems. The Firewall Client software provides the
following benefits:

v User credentials are transparently sent tontiygpliancemISAE Serverfirewall which
enables user level authentication for access abntr

v All Winsock applications are supported, including those requiring complex protocols (such
as FTP, games, and voice or video applications).

v The Firewall client computer is independent of the default gateway configuration because it
forwards Internet camection requests directly to the internal IP address afAtppliance
MISAE Serverfirewall.

The Firewall Client software is not required and is an optional component. However, you should
consider enabling the Firewall client listener so that ygAppliancemISAE Serverfirewall is

ready to accept incoming connection requests from Firewall clients when you decide to use the
Firewall Client software on your network.

= To enable the Firewall client listener on your nAppliance mISAE Server
firewall computer, perform the following steps.
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In the scope pane of theternet Security and Acceleration Server2006console, expand
the server name, and then expandGbeafiguration node. Click theNetworks node.

In the details pane, click tidetworks tab. In the lisof networks, righiclick thelnternal
network and clickProperties.

In thelnternal Properties dialog box, click theé=irewall Client tab.

On theFirewall Client tab, select th&nable Firewall client support for this network

check box. ImISAE Server narre or IP address do not change the default setting. You

may need to change this setting later depending on whether you have a DNS server on your
LAN.

Click Apply, and then in thénternal Properties dialog box, clickOK.
Click Apply at the top of the detaipane to save the changes and update the firewall policy.

Creating an Internet Access Rule

By defaultnAppliancemISAE Serverfirewall, all traffic from internal network clients to the
Internet is blocked. This default configuration provides a higél lef/security and prevents both
internal and external users from accessing content througiifhiancemISAE Server

firewall.

You may want to connect to the Internet through yodppliancemISAE Serverfirewall
immediately. The simplest client configtion is the SecureNAT client. To connect internal
network clients to the Internet as quickly as possible, but still remain secure from external
threats, you will need confirm the following:

L

V)

The default gateway setting on your LAN computers is set ttPtlagldress of the internal
interface of themAppliancemISAE Servercomputer.

Your LAN computers are configured with a DNS server address that can resolve Internet
host names. If you do not have a DNS server on your LAN capable of resolving Internet host
names, you can configure your LAN computers to use the IP address of your ISP DNS
server. For more details, see the DN&cdssion later in this documgidok forward to the

pages 3p

There must be a firewall rule allowing access to the Internet prothadlgou require.

The default gateway address and the DNS server address used by the computer on the LAN can
be changed i€ontrol Panel. The remaining step is to create an access rule onAiygiance

mMISAE Serverfirewall computer. The access rule d@configured to allow a limited number of
protocols outbound access to the Internet, and limited to a selected group of users to a selected
group of websites, or you can create a firewall rule that allows all the users on your LAN access
to all sites, aall times, using virtually any protocol.
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The following example demonstrates how to create a firewall rule that allows everyone access to
all protocols to all sites at all times. Perform the following steps to create the firewall rule.

7. Inthe scope pane tieMicrosoft Internet Security and Acceleration Server2006
management console, expand your computer name;dligktthe Firewall Policy node,
point toNew, and then cliclAccess Rule

8. On the Welcome to the New Access Rule Wizard page, type the naheerafe in the
Access rule name text box. In this example, type All IP Traffic Outbound from Internal and
click Next.

9. On theRule Action page, select thallow option and clickNext.
10. On theProtocolspage, select thall outbound protocols option and clik Next.

11. On theAccess Rule Sourcepage, click théddd button. In theAdd Network Entities
dialog box, click theNetworks folder. Doubleclick thelnternal network, and then click
Close

12. The Internal network should appear in the This rule applies toctfedfin these sources list.
Click Next.

13. On theAccess Rule Destinationpage, click thé\dd button. In theAdd Network Entities
dialog box, click theNetworks folder. Doubleclick theExternal network, and then click
Close

14. The External network should appéa the This rule applies to traffic sent to these
destinations list. Click Next.

15. On the User Sets page, confirm that All Users appears in the This rule applies to requests
from the following user sets and click Next.

16. On the Completing the New Access RWzard page, click Finish.

17. Click theApply button at the top of the scope pane to save the changes and update the
firewall policy.

You can now access the Internet from computers on your LAN. You should consider
strengthening security for outbound connatsi after you have confirmed that yaukppliance
mISAE Serverfirewall is successfully allowing access to the Internet. One effective method for
creating a secure access policy is to use the network templates included Sv\h

Server2006 For detailednformation about the network templates, seenth®AE Server2006

Help file.
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Managing and Maintaining the
Firewall

ThenAppliancemISAE Serverfirewall, like any other network device, must be managed and
maintained. Common management and maintenanceitaskde:

v

v

Using Windows Update to keep the software updated.

Using Remote Desktop to manage tiAgppliancemISAE Serverfirewall from computers
on the LAN

Using Remote Management Console to manageAppliancemISAE Serverfirewall from
a management gtan on the LAN.

Using Remote Assistance to obtain help wifkppliancemISAE Serverfirewall
troubleshooting.

ConfiguringnAppliancemISAE Serverlogs and monitoring.

Setting up Client installation Share to allow Firewall Client software to be installed o
network client systems.

Creating a Web Proxy Automatic Discovery (WPAD) entry to support Web browser and
Firewall client automatic configuration.

Configuring Time Synchronization to use th&ppliancemISAE Serverserver as a time
server for your LAN.

Using a Remote Access virtual private network (VPN) for remote management and network
connectivity.

Windows Update

You can use the Microsoft Windows Update website to update the operating system with the
latest service packs and hot fixes. The process caarffiggured to download system updates and
install them automatically, or it can be configured to waitfappliancemISAE Server
administrator approval. You can configure the Automatic Updates tab with one of the following
options:

V)

V)

V)

Notify me before dowrdading any updates and notify me again before installing them on
my computer.

Download the updates automatically and notify me when they are ready to be installed.
Automatically download the updates, and install them on the schedule that | specify.

= Perform the following steps to configure the automatic update feature of
the nAppliance mISAE Server firewall.
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0w

Click Start, click Control Panel, and then cliclSystem

In theSystem Propertiedialog box, click theAutomatic Updatestab.

On the Automatic Updagetab, select the Keep my computer up to date check box.
Select one of the options in tBettingsframe that best meets your requirements.

Remote Desktop

ThenAppliancemISAE Serverfirewall is preconfigured to allow a single concurrent Remote
Desktop Canection to the server. You can use this connection to perform remote management.
The Remote Desktop Protocol (RDP) is used to connect toftppliancemISAE Server

firewall Remote Desktop, where you can accesdiceosoft Internet Security and

Acceleraion Server 2006management console to manage the firewall.

You can access thedppliancemISAE Serverfirewall through an internal network computer or
a computer located anywhere on the Internet. This can be done by adjusting a system policy rule.

= To enable external users access to the Remote Desktop Service on the
nAppliance mISAE Server firewall, perform the following steps.

1.

6.
7.

In the scope pane of thdicrosoft Internet Security and Acceleration Server2006
management console, expand the server naghd;alick theFirewall Policy node, and then
click Edit System Policy

In theSystem Policy Editordialog box, locate thRemote Managemengroup, and then
click theTerminal Server entry.

On theGeneraltab, confirm that th&nable check box is selected

Click theFrom tab and click thédd button to the right of th&his rule applies to traffic
from these sourcedist.

In theAdd Network Entities dialog box, click theNetworks folder, doubleclick External,
and then clickClose

In theSystem Policy Edior dialog box, clickOK.
Click Apply to save the changes and update firewall policy.

External computers will now be able to connect to the RDP service od\fiidiancemISAE
Serverfirewall.
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Remot@AppliancenlSABerveManagement
Console

You can managthenAppliancemISAE Serverfirewall from a management station on the LAN

by installing theMicrosoft Internet Security and Acceleration Server2006management

console on the management station. Wherosoft Internet Security and Acceleration

Server 2006 management console on the management station can manage virtually any aspect of
thenAppliancemISAE Serverfirewall configuration.

ThenAppliancemISAE ServerManagement Console can be itisth by placing theAppliance
Appliance Installation DvVDntot h e ma n a g e me n-ROMsdtive, tand thenésslectidgy D
the option to install the Management Console from the Autorun page. The management station
will be able to connect to theAppliancemISAE Serverfirewall because there is a system policy
rule inplace that allows internal network hosts to connect usingAlpeliancemISAE Server
Management Console.

Configuring Monitoring, Reporting and Logging

ThenAppliancemISAE Serverfirewall has a comprehensive logging and reporting facility.
There are somlogging and reporting options that you should configure immediately to get the
most from thenAppliancemISAE Serverlogging and reporting feature set. These options
include:

v Configure Firewall logging
v Configure Web Proxy logging
ThenAppliancemISAESev er aut omatically sbWgses | og files

Configure Firewall Logging

The Firewall log records connections from SecureNAT and Firewall clients on the Internal
network and External network. Firewall logging can be configured to use eegarfl storage
methods. Each storage method has its own advantageshan@4EEvantages. Firewall
logging storage methods include:

v File logging
v SQL database logging
v  MSDE database logging
=  Perform the following steps to configure the Microsoft Firewall service
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basic logging properties.

1. Inthe scope pane of tiMicrosoft Internet Security and Acceleration Server2006
management console, expand your server name, and then clikrtitering node.
In the details pane, click tHengging tab.
In the task pam, click theTaskstab, and then clickConfigure Firewall Logging.

Thelog tab appears in thieirewall Logging Propertiesdialog box. Select the Log storage
format that best meets your needs. File format option is best when you need to copy log
file information to a thireparty application on another computer. 13@L databaseformat
option is best when you have an SQL database on the Internal network and have the
expertise to manage an SQL database M8BE databaseformat option is an excellent
option when do not want to use SQL tdxdsed logging.

5. Select the-ile format option. From th&ormat list, select thenISAE Server file format.
This format will save log file entries using the local time configured om&ppliance
MISAE Serverfirewall to semp the log entries. Note that when you uselfdsed logging,
you will not be able to perform queries on the log file in real time.

Click Apply, and then cliclOK.

Click the Apply button at the top of the details pane to save the changes and updatk firew
policy.

Configure Web Proxy Logging

The Web Proxy logs contain information about connections from Web Proxy clients. Web Proxy
logging can be configured to use a number of different storage methods. Each storage method has
its own advantages andhdhlSAEEdvantages. Web Proxy storage methods include:

v File logging
v SQL database logging
v MSDE database logging

= Perform the following steps to configure the Web Proxy basic logging
properties.
1. Inthe scope pane of tiMicrosoft Internet Security and Acceleration Server 2006
management console, expand your server name, and then cliiortitering node.
In the details pane, click tHegging tab.
In the task pane, click theaskstab, and then cliciConfigure Web Proxy Logging

Thelog tab appears in thé/eb Proxy Propertiesdialog box. Select the Log storage
format that best meets your needs. TFile format option is best when you need to copy log
file information to a thireparty application on another computer on the Internal network.
The SQL databaseformatoption is best when you have an SQL database on the Internal
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network and have the expertise to manage an SQL databaddDBte databaseformat
option is an excellent option when do not want to use SQL obtesed logging.

5. Select the=ile format option.From theFormat list, select thenISAE Server file format.
This format will save log file entries using the local time configured omA&ppliance
MISAE Serverfirewall to stamp the log entries. Note that when you usébfileed logging,
you will not be &le to perform queries on the log file in real time.

Click Apply, and then cliclOK.

Click the Apply button at the top of the details pane to save the changes and update firewall
policy.

Setting Up Cliemtdtallation Share

The Client Installation Sharewtains the Firewall Client installation files. The Firewall Client
software can be installed on network client systems by having the clients connect to the Client
Installation Share located on thAppliancemISAE Serverfirewall computer, or on another
internal network computer.

In the currenhAppliancemISAE Serverrelease, the Client Installation Share is installed on the
nAppliancemISAE Serverfirewall computer. However, network clients will not be able to

access the installation files because teev& service isdmISAEBbled. The Server service

must be manually enabled before network client computers can connect to the share. However,
enabling the Server service on the firewall is not recommended.

Another option is to use theAppliance Appliancelnstallation DVDand install the Client

Installation Share on a secure file server on the LAN. You can install the Client Installation Share
on a computer other than thAppliancemISAE Serverfirewall by inserting theAppliance

Appliance InstallatiodVDi nt o t h e -ROM drieear sele@ihvgihe Install Client
Installation Share option from the Autorun menu.

Supporting Wdtroxy and Firewall Client
Automatic Discovery

The Firewall and Web Proxy client computers can be configured to autonyatiotin

configuration information from theAppliancemISAE Serverfirewall computer. Automatic

discovery enables the Web Proxy and Firewall client computers on the LAN to automatically
discover the location of th@AppliancemISAE Serverfirewall and ob&in configuration

information. The entire process is transparent to users, and it allows mobile users to move to and
from the LAN and automatically obtain connection and configuration information required to
connect to the Internet through th&ppliancemISAE Serverfirewall.
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There are two methods that support the Web Proxy and Firewall client automatic discovery
mechanism:

v DNS Wpad entry
v DHCP Option 252

DNS Wpad Entry

A wpad alias entry is placed on the DNS server on your LAN. The entry maps thevpadte
the DNS Host (A) record for th@AppliancemISAEServerf i r ewal | 6s i nternal inte
Requirements for the DNS wpad alias entry include:

v A DNS server on the LAN.
v A Host (A) entry for thenAppliancemISAE Serverf i r ewal | 6 s i nternal interf

v An alias(CNAME) record for the name wpad that maps to the Host (A) record for the

nAppliancemISAEServerf i r ewal | 6s entry in DNS.

v Computers on the LAN must be able to correctly qualify the unqualified mgae The
best way to do this is to join the LAN compugeo the same domain as the wpad entry.

= If you already have a Windows DNS server on your LAN, perform the
following steps to create the DNS wpad entry.

1. On the DNS server, from thedministrative Tools menu, open thBNS console.

2. Inthe left pane of thBNS management console, expand the server name, and then expand
theForward Lookup Zonesnode. Click your domain name.

Right-click your domain name and click tiNew Alias (CNAME) command.
In the Alias name (uses parent domain if left blank) text box, #émarame wpad.

Click theBrowse button. In theBrowse dialog box, doublelick your server name in the
Recordslist. Then doublelick the Forward Lookup Zones entry in the records list. Next,
doubleclick your domain name in tHeecordslist. Find the reource record for the
nAppliancemISAE Serverfirewall in theRecordslist and click it, and then clickK.

6. The name of thaAppliancemISAE Serverfirewall now appears in thieully qualified
domain name (FQDN) for target hosttext box. ClickOK.

7. The wpadhlias entry now appears in the resource record list in the results pan®df$he
console.

DHCP Option 252

You can use the DHCP option 252 wpad method for computers using DHCP to obtain IP
addressing information. Requirements for this option include:

v A DHCP server on the LAN.
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v Computers on the LAN use DHCP to obtain IP addressing information.

v Web Proxy client users must be logged on as local administrators or as members of the
Power Users group.

= Perform the following steps if you have a DHCP server on your LAN.

1. From theAdministrative Tools menu on the DHCP computer on the LAN, openRRECP
console.

2. Inthe scope pane of tiHCP console, rightclick the server name and click tBet
Predefined Optionscommand.

In thePredefined Options and Valuegslialogbox, click theAdd button.

In theOption Type dialog box, in theNametext box, enteWWPAD. Select théstring
option in theData typelist. Type252in theCodetext box and typ®HCP wpad entry in
the Description text box.

5. InthePredefined Options and Vduestext box, type the following information in the
String text box.

http://<Computer_Name>:<AutoDiscoveryPortNumber>/Wpad.dat

6. Where theComputer_Namentry is the DNS name (fully qualified domain name) of the
nAppliancemISAE Servercomputer and thAutoDiscovveryPortNumbes the port number
that thenAppliancemISAE Serverfirewall uses to publish automatic discovery information.
This is TCP
port 80 by default. For example, if the computer name is firaedeatain.comthe value
would look as follows:

http://firewall.domain.com:80/wpad.dat
7. Inthe Predefined Options and Values dialog box, click OK.

= Note

The user must be logged on as an Administrator or Power User in
Windows2000 or as an Administrator, a Power User, or a member of the
Network Configuraibn Operators group in WindowXP for the DHCP
automatic discovery method to work. For more information, séaitomatic
Proxy Discovery in Internet Explorer with DHCP Requires Specific
Permissions(http:// go.microsoft.com/fwlink/?LinkID=27334).

Configuring Time Synchronization

You may want to use the firewall as a time server for your LAN. A time server is a computer that
provides accurate time to other computers on the LAN. This increasesysenuwrdur network
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by providing accurate time to all hosts on the network so that auditing and logging entries have
the correct time. In addition, many network protocols require accurate time to function properly.

To obtain the most accurate time possitiienAppliancemISAE Serverfirewall needs to access
a time server on the Internet. Even if you do not wanh&gpliancemISAE Serverfirewall to

be a time server for your LAN, you can configure ttAgpliancemISAE Serverfirewall to

allow computers ogour LAN to contact their own Internet time servers.

For example, if you have a Windows domain on the Internal network, you can configure the PDC
emulator to use theAppliancemISAE Serverfirewall as its time server. If you do not have a
Windows domainyou can configure the individual clients to synchronize wiippliance

MISAE Servertime server.

You can create an access policy enabling botim&ppliancemISAE Serverfirewall and the
computers on the LAN to contact Internet time servers.

= Perform the following steps on the nAppliance mISAE Server firewall to
create this access policy.

1. In the scope pane of tiMdicrosoft Internet Security and Acceleration Server2006
management console, expand your server name;dligktthe Firewall Policy node, pont
to New, and then clicldccess Rule

2. On the Welcome to the New Access Rule Wizard page, type the name for the rule in the
Access rule name text box. In this example, type Network Time requested by Local Host and
Internal and click Next.

On theRule Action page, select thallow option and clickNext.

On theProtocolspage, in th@ his rule applies tolist, select theSelected protocoloption.
Click theAdd button. In theAdd Protocolstext box, click thdnfrastructure folder, and
then doubleclick theNTP (UDP) entry. On theAdd Protocolsdialog box, clickClose

On theProtocolspage, clickNext.

On theAccess Rule Sourcepage, click theddd button. In theAdd Network Entities
dialog box, click theNetworks folder. Doubleclick theLocal Host entry, dubleclick the
Internal entry, and then clicKlose

On the Access Rule Sources page, click Next.

On theAccess Rule Destinationpage, click thédd button. Click theNetworks folder,
doubleclick theExternal entry, and then cliclose

9. On the Access e Destinations page, click Next.
10. On theUser Setgage, clickNext.
11. On the Completing the New Access Rule Wizard page, click Finish.

ThenAppliancemISAE Serverfirewall is now able to perform time synchronization with
Internet based time servers. If ymant the Internal network clients to synchronize with the
nAppliancemISAE Serverfirewall, you will need to create an access rule allowing the Internal
network access to the Local Host network using the Network Time Protocol. In addition, the
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clients wil need to be configured to use the correct time server. In WingdBwthe time server
configuration is performed in tH@ate and Timeproperties dialog box on theternet Time
tab.

It is also possible to configure a time server with the \vieékrface, buthis is explained at the
pages 53/54.

Remote Access VPN

A Remote Access virtual private network (VPN) allows computers located virtually anywhere in
the world to connect to computers in the Internal network throughAppliancemISAE Server

firewall using a VPN connection. The only requirement is that the client computer has an Internet
connection. You can manage youkppliancemISAE Serverfirewall from home or any other

location by creating a VPN connection to thppliancemISAE Serverfirewall computer. In

addition, you can access other computers on the Internal network protectedhAppliance

mMISAE Serverfirewall computer. For comprehensive documentation on how to create and
configure siteto-site VPN connections, see thAppliancemISAE ServerHelp file and the

Microsoft mISAE Server2006website
(http://mwww.microsoft.conthmISAEEserver/2006/default.msjpx

Disaster Recovery and Change
Management

There are a number of tasksu can perform that addressich| SAEESter recovery and change
management issues. These tasks include:

v nAppliancemISAE Serverfirewall settings backup and restore
v System backup and restore
v Back to factory settings

nAppliancenlSAEBerveFirewall Settings
Backup and Restore

Firewall change management can be accomplished by backing mpghkancemISAE Server
firewall configuration settings before making changes. The backed up settings can be restored in
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the event subsequent changes made to the fireamfiiguration have unexpected or undesirable
results. ThenAppliancemISAE Serverfirewall has an integrated backup feature that saves
almost all of its configuration settings.

= To back up the nAppliance mISAE Server firewall configuration, perform
the following steps.

1. In the scope pane of tiMdicrosoft Internet Security and Acceleration Server2006
management console, rigtlick the server name, and then clB&ck Up.

2. In theBackup Configuration dialog box, select a location for the backup file in $age in
list. Type a name for the backup file in thiéee nametext box, and then clicBackup.

3. IntheSet Passwordlialog box, in the?asswordtext box, type a password to protect the
backup file. In theConfirm password text box, confirm the password anlitk OK.

4. In the Exporting dialog box, when it informs you that The array data has been successfully
backed up, click OK.

After the backup is complete, copy the file to a safe location separate froygphkance
mMISAE Serverfirewall computer.

[= To restore the nAppliance mISAE Server firewall to the settings contained
in the backup file, perform the following steps.

1. Inthe scope pane of tiMicrosoft Internet Security and Acceleration Server2006
management console, rigtlick the server name, and thelick Restore

In the Restore Configuration dialog box, locate the backup file, and then click Restore.

In theType Password to Open Filgialog box, type the password that you assigned to the
file and clickOK.

4. Inthelmporting dialog box, after you ar@formed thafThe array data has been
successfully restoredclick OK.

5. Click theApply button to save the changes and update the firewall policy to the settings
contained in the backup file.

6. InthemISAE Server Warning dialog box, select thBave the changs and restart the
service(s)option and clickOK.

System Backup and Restore

It is a good security policy to backup the entire contents afAppliancemISAE Server
firewall hard disk, including theAppliancemISAE Serverfirewall software and underlymn
operating system. The Windows Backup utility can be used to accomplish this task.

To perform a backup or arestore overthe Wb n a g e ment mapalidnceblBAE t er
ServerWebMa nage mé@Mia d nt éAnfiaBraccekbu p 6 and fARestor eo.

The WebManagementan also be used to configure scheduled backup tasks.
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Alternative Backup method: Full Harddisk Backup

You have the possibility to create a full hard disk image of the appliance through tke built
flash device. This backup writes an installation soutedd a Windows or SSHshare, please
follow the steps below to create an hard disk image.

Important

& You will need to reboot the Appliance into the DOM Installer! The Appliance
will be offline during the backup process, which will take several hours,
depending on the amount of data contained on the hard disk.

=  To back up the nAppliance mISAE Appliance hard disk, perform the
following steps.

Step 1:
Reboot the Appliance and select "DOM Installer" from the GRUB boot loader menu:

GNU GRUB wversion B.97 (636K lower / 1B47424K upper memory)

Harddisk
DOM Rescue System
DOM Installer

Use the t and | keys to select which entry is highlighted.
Press enter to boot the selected 0S, ‘e’ to edit the
commands before booting, or 'c’ for a command-line.

Step 2

Whenasked to start the installation on the active console, hit return. You will be forwarded to the
installers main menu.

Step 3
Select the option "HDBKP"

Step 4
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Choose the network interface which you want to use to connect to the network share.

Step5:
Select the type of network share which should be used to connect to the server:
(1) CIFS:

Use this option if you are using a Windows share to back up the appliance.In the next
dialog you have to configure the network interface. ThAdBress can be gaineth
DHCP or manual configuration. If you are using DHCP you can ignore the dialog elements

ANet masko, fiDomain Name Server o and fiDefault G
specified in the form A// HOSTNAME/ SHARENAMEO i
fi eld filnstallation Directoryo wil/l be ignored)

and password which will be used to connect to the share.

(2) SSHFS:
Select this option, if you have a running SSH server with the required install files. All step
are analog to the Alnstall from Windows sharebo

interactive password request, which means that you are asked for the password after you

entered the configuration information. Note that you have to enter a onlig d@sthame

orlIPAddress into the Alnstallation Hosto field e
source file (.img file located in the fils®urcesdirectory of the DVD/CBROM). If your

SSH server is running on an ndefault port (22), please entie correct port in the "SSH

Port" field.

) | Important

Make sure that you have write permissions on the share which you use for
backing up the hard disk! Depending on the amount of data stored on the
Appliance, you will need at least 5 gigabytes of frepace.

Step 6
After entering the network data, the backup process will start automatically.

Step7:

A dialog box will inform you as soon as the backup has been finished. Hit enter to return to the
main menu, and select "Reboot" to restart the AppliamtoeVindows to return to normal
operation.
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4% | Important

The resulting IMG file located in the network share can be used as a data
source for the Appliance Installer. Please follow the instructions in the next
chapter to restore the hard disk from this instation source.

Back to Factory Settings

The Back to Factory Settings option enables you to returnn/ppliance Applianceback to its
original out of box factory settings. The following steps are required to return the computer to its
original factay settings.

Note that you have 2 possibilities to reinstall the Appliance: you can start the installer using the
Flash device which is built in the Appliance and fetching the main installation sources from a
Windows share or via SSHFS, or you can setyupding an USB DVEROM to boot from the
nAppliance Appliance DVD.

If you are planning to install through a Windows share or the Secure Shell FilesyStdFS)S

please be sureopy the installation source from thAppliance Appliance Installation DVD

contents into the shared directory. The Installation source can be found in ttseditess
subdirectory of the DVD (file with extension Ai m

4| Important

A new installation leads to a complete loss of all data and programs which
are installed on thenAppliance Appliance After you complete the Back to
Factory Settings routine, you can restore systesettings from previously
created backups.

To reinstall the Appliance with the help of &i$B DVD-ROM drive, follow these instructions:

Step 1:

Plug in he DVD-ROM drive into one of the USB ports located on the frBefoot the
nAppliance Appliance and boot from the Appliance DVD.
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Step 2
Follow the prompts generated by tiveppliance Appliance installatiomoutine given by the next
steps.
Step 3
The first dialog serves to choose the output interface:
1) VGA: Output installation dialogs to the monitor (recommended)
2) Serial: Output installation dialogs to COM (use a null modem cable to connect
to the appliance, serial settings: 19200bp&l, 810 flow control)
Step 4
Choose a language, which will be used during the installation progress. German and English are
available.
Step5:
The data source can be chosen in this dialog:
(1) DVD-ROM:
Appliance software image can be found on the DVD BrROM disc.
(2) CIFSs:

Use this option if you are using a Windows share to set up the appliance server. Select a
network interface, where the machine is connected to the network. In the next dialog you
have to configure the network interface. TheAldddresscan be gained via DHCP or

manual configuration. If you are using DHCP you can ignore the dialog elements

ANet masko, iDomain Name Server o and fADefault ¢
specified in the form A/ / HOSTNAMBE/ SHARENAMEhoe i
field Alnstallation Directoryo wild.| be ignor ec
username and password which will be used to connect to the share.

(3) SSHFS:

Select this option, if you have a running SSHFS server with the required fihessalill

steps are analog to the Alnstall from Wi ndows

except the interactive password request, which means that you are asked for the password
after you entered the configuration information. Note that you havedpaionly a valid

hosthameorf Addr ess into the Alnstallation Host o fi
installation source file (.img file located in the fgsurcesdirectory of the DVD/CD
ROM).
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(4) HDD:

The Appliance contains a partition with thetallation source, providing you with the
possibility to reinstall the Appliance without the need of a-&®M or Network support.
This option is only available when booting from the Flash device.

= Note

After selecting the CIFS or SSHFS installation meth networking will be
started on the machine. You have to provide at least an IP address plus
network mask and the IRPaddress of your CIFS/SSHFS:rver and/or a valid
DNS server to the installer and a username/password combination to
access the sharePlease use the connector assignment picture below to
select the correct network interface for installation.

Make sure that you have copied the installation source file (IMG file located
in the files\ sources directory of the Appliance Installation DVD, or the
backup file which has been created with the previous chapter) to the
network share before connecting to the share.

Although no data will be written to the share in this step, make sure that you

have write permissionsand that the "read only" flag is not seon the
installation source file!

Step 6
If more than one valid image is available the installer will give you a list of installable images
from the directory which youbve selected in the

want to instalby pressing the appropriate number. If only one image is available the installer
automatically selects this image.

Step7:
Confirm the installatiorto start the deployment of the selected package

The hard drive will be rpartitioned now and the imagedll be deployed. This step may take
some minutes.

After the installation has been deployed, reboot your computer and follow the instructions in the
chaptemi Mai nt e n a n cdeerestore Rmckupdile, & ower on ttoe Appliancebo
configure thenAppliance Appliance from scratch.
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If you prefer a network based reinstallation of the Appliance, reboot the Appliance and select
i DOM | n sfiorathd GRUBboot loader menu as shown in the picture below. Afterwards,
follow the instructions begining with Step 4of the previous guide.

GNU GRUB wversion 8.97 (636K lower / 1B847424K upper memory)

Harddisk
DOM Rescue System

DOM Installer

Use the t and | keys to select which entry is highlighted.
Press enter to boot the selected 0S, ’e’ to edit the
commands before booting, or 'c’ for a command-line.

Connector Assignment for Network Installations
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nAppliancenlSAEGerveFirewall
Network Services Support

There are two network services that provide important infrastructure stdigptrenAppliance
MISAE Serverfirewall computer and network hosts that make connections through the
nAppliancemISAE Serverfirewall. These network services are:

v The DNS server service.
v The DHCP server service.

DNS Server

ThenAppliancemISAE Serverfirewall depends on a DNS server to resolve Internet host names.
There are a number of ways that you can provide DNS server support riéxppkancemISAE
Serverfirewall:

v Use your ISP DNS server.

v Use your own DNS server on the Internal network.

v Use a caclmig-only DNS server on theAppliancemISAE Serverfirewall.
v Use a cachingnly DNS server on a perimeter network segment.

The simplest approach is to use your ISP DNS server. The drawback of using only your ISP DNS
server is that you will not be able toeUBNS to resolve computer names on your Internal
network.

If you already have a DNS server on the Internal network, you can use it to resolve Internet host
names. All Active Directory domains require at least one DNS server, and you can use that DNS
serverto resolve Internet host names for your Internal network clients. Configure the Internal
interface of themAppliancemISAE Serverfirewall to use this DNS server after configuring the
Internal network DNS server to resolve Internet names.

A cachingonly DNS server does not contain DNS zone or domain information. Instead, it

queries other DNS servers on the Internet for the IP address of a given host, and then caches the
result before forwarding the answer to the computer requesting the name resolutioanYou

install a cachingonly DNS server on theAppliancemISAE Serverfirewall, and then configure
thenAppliancemISAE Serverfirewall to use itself as its DNS server.

Another cachingonly DNS server solution takes advantage of a perimeter network aatfan.

If your nAppliancemISAE Serverfirewall has three or more network interfaces, one of the

network interfaces can be connected to a perimeter network. You can then install and configure a
cachingonly DNS server on the perimeter network. If youdavNS server on the Internal
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network, you can configure that DNS server to use the perimeter network DNS server as a
forwarder.

For more information on DNS setup and configuration, see the Windows 280&Help and
Support Center or the Windo2900Help.

DHCP Server

A DHCP server assigns IP addresses to computers configured as DHCP clients. In a typical
nAppliancemISAE Serverfirewall configuration, the DHCP server assigns addresses to
computers on the Internal network and the VPN Clients netwird& DOHCP server itself can be
located on:

v ThenAppliancemISAE Serverfirewall computer.
v A computer on the Internal network.

The DHCP server can be installed on i#gpliancemISAE Serverfirewall computer if there

are no other server computers on therhrdkenetwork on which you can install a DHCP server.

The reason that installing the DHCP server on ydppliancemISAE Serverfirewall is a

second choice is that VPN clients will not be able to obtain an IP address from the DHCP server
on thenAppliancemISAE Serverfirewall itself. You must configure a static address pool of IP
addresses to assign to VPN clients when the DHCP server is installedngpfiiencemISAE
Serverfirewall. Another reason to keep the DHCP server off the firewall is to redeagumber

of applications running on the firewall, all of which create potential portals for attack.

Placing the DHCP server on a computer located on the Internal network enables the VPN clients
to obtain IP addressing information from the DHCP serveadtlition, thenAppliancemISAE
Serverfirewall is able to automatically define the VPN Clients network based on the IP addresses
it obtains from the DHCP server. Another advantage is that you can optionally install the DHCP
Relay Agent routing service dhenAppliancemISAE Serverfirewall and assign DHCP options

to the VPN Clients network, such as a primary domain name.
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nAppliancenlSABerveWeb
Management

A simple and flexible web interface is provided by yodppliancemISAE Server.Connecting
to thenAppliancemISAE Server is desdoed in the first chapter.

Navigation ithe Welinterface

The top of each page of the Web Ul is composed of a status area, as well as primary and
secondary navigation bars. The body of each page of the Web Ul is @ahygddbe content area

Following is a description of these sections:

Status Area The top band of the window, the statusaadisplays the server host name and
status. There arfour possible Status display$afmal Information Warning Critical)

You can clickStatus: <status type>to get detailed information about the status of the server.

Navigation Bars Immediately below the status area are the navigation barabdve

illustration shows the primary (blue) asdcondary (gray) n&yation barsThe primary

navigation bar lists the available Web Ul tasks by type. The secondary navigation bar lists the
related subtasks available for the selected primary task

Content Area: This section of the Web Ul describes the management actiyitiesan perform
on that page. This text may also provide instructions about tools available to perform the selected
tasks.

Many of the task pages include @bject/Task Selector The Object/Task Selector is simply a
table listing the objects you can marag configure, their descriptions, and the tasks you can
perform. The leftmost column of the Object/Task Selector contains a radio button you click to
select a given object. In the event that multiple objects in the Object/Task Selector, can be
selectedthe leftmost column will contain a check box rather than a radio button. The rightmost
column lists the tasks you can perform.

= To navigate through the Web Ul
1. On the primary navigation bar, click the general type of task you want to perform.

2. On the seandary navigation bar or in the list of tasks in the content area of thedielge,
the specific type of task you want to perform.

3. Inthe content area of the subsequent page: If an Object/Task Selector is available, select the
object you want to manage configure by clicking the radio button to the left of the object
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name. Then select the task you want to perform from the Tasks list on the right. Depending
on the page, the Object/Task Selector may provide search capabilities, as well as the ability
to page though the information contained in the table.

4. If an Object/Task Selector is not available, enter the data in the fields indicated to
accomplish the chosen task.

5. When you are finished with each task, chadgeto confirm your changes, @ancelto
retain the previous settings.

6. Once the change or cancellation has processed, the previous page will display.

If you are on a property page and select another navigation bar itemua pépdow
displays with the messa@dick OK to discard any changes This gives you the chance to
either commit to or reject the changes before moving to the next selected page.

© 2006 nAppliane Networks, Inc



nAppliance mISAE Server Wélanagement 43

Welcome

If you choose Welcome in the primary bar you have the possibility to perform following actions:

v  Set Server NameHere you can change themputer name of theAppliancemISAE
Server

v Set Administrator Password Here you can set the Administrator name or the
Administrator password.

v Set Default PageYou can set the default pagetioé WebManagementThis will be the
page that displays eaclm& you access the server.

[= Setservemame
1. On the primary navigation bar, chods&lcome
2. ChooseSet Server Name

3. Inthe boxes provided, type the approprig@ever nameand Domain Name Systesuiffix
(DNS suffix). TheoptionalDNS suffix is appended tihe host name to createetfully
qualified machine name.

Select whether the server will be part affl@arkgroup or adomain.

If the server will be part of a domain, type tiser name andPasswordof the person who
has permission to add client computershe domain.

ChooseOK.
When prompted to reboot the server, you may either accept or cancel the reboot.
If you chooseOK, the server will reboot and the Restarting page will appear

© ® N o

If you chooseCancel the changes to the server identity will notet@fect until the next
reboot.

[= Setadministratopassword

Log on to the server asdministrator .

On the primary navigation bar, chodsklcome

ChooseSet Administrator Passward

Type the new name for the administrator account irUtex namebox.
Type the current administrator password in@uerent password box.
Type the new administrator password in e passwordoox.

N o g s w DN PR

Retype the new administrator password inGoafirm new passwordbox.
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=

8. ChooseOK.

Seting thedefaultpage
1. From the prinary navigation bar, choos&elcome
2. From theWelcomepage, choos8et Default Page

3. On theSet Default Pagechoosewhether the Welcome page or the Status page become the
default page.

4. ChooseOK.

Status

From theStatuspage, you can view status aleggstem resources, and system information. The
upper left quadrant displays system alerts and the upper right quadrant displays status
information about system resources. After selecting an alert or system resource, detailed
information about the selectias displayed in the bottom half of the screen.

There are four possible Status displays:
v Normal (green text): Thélert page will indicate that there are no messages

v Information (greytext): TheAlert page will list the issues as hyperlinks, with an
informaion icon next to each issue the system has encountered.

v Warning (yellow text): TheAlert page will list the errors as hyperlinks, with a warning icon
next to each error that the system has encountered.

v Critical (red text): TheAlert page will list the ewrs as hyperlinks, with a critical icon next
to each error the system has encountered.

You can clickStatus: <status type>to get detailed information about the status of the server.

Clear an alert
1. To clear an alert, choose Status from the primary adiaig bar.
2. Choose the alert you want to clear.

3. Choose the action you want to address the alert conditions, or dbleaseviessageo
clear the alert message without changing the configuration of your server.

Showsystemrinformation
1. From the primary nagation bar, choos8tatus
2. From thesecondary navigation hathooseSystem Information.
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Network

From the Network page, you can choose which of the following netvetaked properties of the
server to configure:

v ldentification : Set the name and domain membership of the server.
v Global Settings Configure netwdk settings that apply to all network adapters on the server.
v Interfaces: Configurethe properties of each network adapter on the server.

v Administrator : Change the password of the user account you are using to access the server
administration Web site.

v Administration Web Site: Specify which IP address(es) and port are used to access the
administration Web site.

Identification

The server must be given a name. Client computers use this naooess the file shares that
reside on this server.

The server can be configured as a member of one of the following groups:
v Microsoft Windows NT 4 domain

v Microsoft Active Directory domain

v Workgroup

[= Set the name and domain membership of the server
1. Onthe primary navigation bar, choosletwork.
2. Choosddentification .

3. Inthe boxes provided, type the approprig@ever nameand Domain Name Systesaiffix
(DNS suffix). TheoptionalDNS suffix is appended to the host name to creatdutty
qualified mabine name.

4. Select whether the server will be part ofierkgroup or adomain and type the workgroup
or the domain name in the appropriate box.

5. If the server will be part of a domain, type tiser name andPasswordof the person who
has permission to addient computers to the domain.

6. ChooseOK.
When prompted to reboot the server, you may either accept or cancel the reboot.

© 2006 nAppliancéNetworks, Inc


https://172.21.22.103:8098/admin/help3/0409/_networksetup_identification.htm
https://172.21.22.103:8098/admin/help3/0409/_networksetup_global_network_settings.htm
https://172.21.22.103:8098/admin/help3/0409/_networksetup_interfaces__network_adapters.htm
https://172.21.22.103:8098/admin/help3/0409/_networksetup_change_administrator_password.htm
https://172.21.22.103:8098/admin/help3/0409/_networksetup_administration_web_server.htm

46 nAppliance mISAE Usersuiile

8.
9.

If you chooseOK, the server will reboot and the Restarting page will appear

If you chooseCancel the changes to the server itignwill not take effect until the next
reboot.

E) Note

This configuration is actually the same as the Opti@®et Server Namen the
Welcometab

Global Settings

From this page, you can change the overall network settings for your server by configulihg the
settings as well as specifying the DNS suffixes and the LMHOSTS and HOSTS file to use. These
files can be used to resolve the names of any computer or device. Note that the DNS suffix used
here applies when the server is trying to resolve a host aaidorameYou can also add routes

for all of your network adapters.

=  Automaticallget or change DNS suffixes

1.

a > DN

On the primary navigation bar, chodsetwork.
ChooseGlobal Settings

Select theDNS Resolutiontab.

Select theAppend primary DNS suffix button.

Optional: you may choose #ppend parent suffixes of the primary DNS suffixby
selecting the check box.

ChooseOK .

=  Manually modify specific DNS suffixes

1.

2
3.
4

On theNetwork page, choosElobal Settings
Select theDNS Resolutiontab.
Select theAppend the following DNS suffixes, in order of uséutton.

To add a domain suffitype the DNS suffix you want to adid theDomain suffix box, and
then choosé&dd.

To remove a domain suffix, use tbp andDown buttons to scroll through the list of
doman suffixes. Select the suffix you want to delete, and then cloes®ve

ChooseOK .
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Edit the Hosts file

1.
2.

On theNetwork page, choos&lobal Settings

Select thel CP/IP Hoststab. By default, thélosts file box contains the current Hosts file
configuration.

Change the Hosts file by clicking in the box and editing the information.
ChooseOK.

Edit the LMHOSTS file

1. From the primary navigation bar, chodsetwork.

2. ChooseGlobal Settings

3. Select theNetBIOS LMHOSTS tab.

4. Select the&enable LMHOSTS lookup check box. By default, the box below contains the
current LMHOSTS file configuration; however, if there are no entries to be seen, the box
will be empty.

5. Edit the LMHOSTS file by clicking in the box and changing the information.
ChooseOK.

Add aoute

1. On theNetwork page, choosElobal Settings

2. Select theRouting task.

3. To add a active route select thedd active network route from theTaskslist at thelPv4
Active Routing Table.

4. To add a persistent route select &dl persistent route from the Taskslist at thelPv4

Persistent Routing Table

Choose the networlkdferface

Insert the network destinatiothesubnetmask and the gateway for your new route.
Click OK to add the new route.
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= Remove a route
1. On theNetwork page, choos&lobal Setings.
2. Select theRouting task.

3. Toremove an active route choose a route irRivé Active Routing Table and select the
Delete active network routetask.

4. To remove a persistent routdhoose a route in tHev4 Persistent Routing Tableand
select theDelete persistent network routetask.

5. Click OK to remove the route.

Interfaces

A network adapteprovides the physical interfaca; connector, and the hardware to let a
computer access a hetwork

From thelnterfaces page, you can perform one of the followiagks:
v Change the name of the connection.

v Set or change the Internet Protocol (IP) addresses, gateway addresses, subnet masks, and
metrics.

v Set or change how the server resolves DNS names.
v Set or change the configuration of the Windows Internet Na®émgice (WINS) clients.

[= Rename an interface connection

From the primary navigation bar, chodsetwork.

Choosdnterfaces.

Select the interface connection you want to rename.

In theTaskslist, chooseRename

In theNew connection nameox, type tle new name of the interface connection.
ChooseOK.

o o M w DN

=  Setochange the IP settings onGhreral tab
1. On the primary navigation bar, chodsetwork.
2. Choosdnterfaces.
3. Select the network connection you want to modify.

4. IntheTaskslist, choosdP.
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Select theGeneral tab.

Select whether to obtain the configuration automatically from the DHCP server, or to
statically configure the IP address(es).

If you choose to obtain the configuration from the DHCP server, clkse

If you have chosen to use ttaP settings, enter the IP address, Subnet mask, and Default
gateway in the boxes providethooseOK.

Set ochange the IP settingsd the gateway settimgsthe Advanced tab

© © N o gk wDdPRE
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11.
12.

On the primary navigation bar, chodsetwork.

Choosdnterfaces.

Select the network connection you want to modify.

In theTaskslist, choosdP.

Select theAdvancedtab.

In thelP addressbox on the right, type the IP address, and then chhdde
Type the appropriate mask information in Butbnet maskbox.

If necessey, update théP Connection Metric.

Repeat stepsi 8 for any other IP addresses you wish to add.

. In theGatewayandMetric boxes, type the IP address of both the default gateway and the

metric, and then choogeld.
Repeat stepdfor each default gateay you want to add.
When you are finished modifying the configurations on this screen, cl6se

E) Note
Changing the IP address may cause clients to lose their connection with the
server. To reconnect clients must either use the new IP address or waitil
the DNS server is updated.

Set DNS settings

1.

2
3.
4

On the primary navigation bar, chodsetwork.
Choosdnterfaces.

Select the network connection you want to modify.
In theTaskslist, chooseDNS.
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5.

© © N o

To obtain DNS server information from a DHCP sersgelect theObtain configuration
from DHCP server button and choos@kK.

To manually configure the DNS server settingdedt theConfigure manually button.
Type the appropriate IP address in the box next tétltebutton, and then choogeld.
To add aother DNS server, repeat stép

When you are finished adding DNS servers, ch@ise

= Change the WINS settings of the server

1.

a > w D

On the primary navigation bar, chodsetwork.
Choosdnterfaces.

Select the network connection you want to modify.
In theTaskslist, choosaVINS.

To remove a WINS serveselect the IP address of the WINS server you want to delete
theWINS serverslist, and then choodeemove

To add a WINS servetype the IP address of the WINS serivetheWINS server address
box, and then choosAdd.

Repeat steps 5 andd@ each WINS erver IP address you want to remove or.add
ChooseOK.

= AddaVLAN

o o M w DN P

On the primary navigation bar, chodsetwork.
Choosdnterfaces.

On the task table, chooSzeate VLAN.

Select the network adsgy to add a new VLAN on it.
Choose an ID for the VLAN.

Click OK.

[= Delete an existing VLAN

1.

2
3.
4

On theNetwork page, choos&lobal Settings
Choosdnterfaces.

On the interfaces table, choose the VLAN you want to delete.
On the task table, chooRemove VLAN.
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Note

Do not rename a VLAN which you att
because otherwise, if you would like to delete it, your computer would
recognize it as a physical LAN and you would not be able to delete this VLA

&
5. Click OK.

Administrator

The Windows server software comes with a set of default accounts. Only the administrator

account has administrative privileges.

Change thedaministratoaccount for the server

Log on to the server asdministrator .

On the primary navigation bar, chodsetwork.

ChooseAdministrator

Type the new name for the administrator account irUtses namebox.
Type the current administrator password inGhegrent password box.
Type the new administrator password in e passwordbox.

Retype the new adminiator password in th€onfirm new passwordbox.
ChooseOK.

© N o gk~ w DN PRF

Administration Web Site

This feature allows you to change the IP address(es) and port that can be used to access the

administration Web site on the server.

ChangéheAdministration Web Seperties
1. On the primary navigation bar, chodsetwork.
2. ChooseAdministration Web Site.
3. On the Administration Site Properties page:
v Specify whether to usall IP addressesor Just this IP address
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v If you choose to uséust this IP address use the Bt to select the IP address you want
to use.

v If you are changing the port for n@mcrypted access, type the new port number in the
Port for non-encrypted accessox.

v If changing the port for encrypted access, type the new port numberRorthier
enaypted (SSL) acces$ox.

4. ChooseOK.

E | Note

By default, norencrypted access to the administration Web site is
dmmISAEBBled. To enable norencrypted access to the administration Web
site, use Internet Information Services Manager.

Users

From this page yooan create, edit, and delete local users and groups on the server. You can also
change the members of each group. If the server is a member of a domain, you will not want to
create any users on the server itself. The primary purpose of this page isteantdnore

domain members to the local group.

You may also want to use domain user and group accounts to control access to resources on the
server. You may also want to use domain management tools to manage domain users and domain
groups.

Local Users

A local user or group account is an account that exists on the server itself and grants users or
groups access to its resources. The server can also be configured to grant access to domain users
and groups. Domain users and groups are those that exist ara@sdfi Windows NT 4 or

Microsoft Active Directory domain. You can add local users, domain users, and domain groups

to local groups.

Users and groups are important in Microsoft Windows security because you can assign
permissiongo limit the ability of ugrs and groups to perform certain actions.

Any local or domain user who is a member of the local Administrators group on the server has
administrative credentials for the server.

This section describes following actions:
v Adding auser account

v Removing auser account

v Setting auser password
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V)

Modifying user properties

Add auseraccount

1.

a > DN

From the primary navigation bar, choddsers
Chooselocal Users

In theTaskslist, chooseNew.

Type the information for the new user account.

TheHome Directory field specifies a new directory which will be created, and to which the
user will have exclusive access permission. The directory name is the same as user name
defined above, and will be located in the path specified.

If you want to anmISAEBble the user acemt, selecthe DmmISAEEDble this user
accountcheckbox.

If you want to prevent the passmdofrom expiring, select theassword never expires
checkbox.

ChooseOK .

Note

It is important that the password should be at least 7 characters

El in length and shdd include capital letters, small letters and numbers.
Otherwise you would get a reference that the password does not fulfill
the requirements.

Removingser acount

1.

a > WD

On the primary navigation bar, choddsers

Choosd.ocal Users

Select one or wre user accounts to remove.

In theTaskslist, chooseDelete

Verify you want to delete the indicated user account(s), and then dBéose

&
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Note
Built-in users cannot be deleted.
A deleted user cannot be recovered.

=  Setting aiser pssword

1.

a > 0D

From e primary navigation bar, choogsers

Choosd.ocal Users

Select the user account for which you want to change the password.
In theTasksList, chooseSet a Password

Type the new password, and then confirm it in the boxes providhednew passworchust
conform to any password policy in force on the server or domain.

ChooseOK .

=  Modifying user properties

1.

a > DN

6.

On the primary navigation bar, chodgsers
Choosd.ocal Users

Select one or more user accounts you want to modify.
In theTaskslist, choseProperties.

Make your changes to the user properties. If you choose multiple accounts, the only change
you can make is to enable anthISAEEble all selected accounts.

ChooseOK .

Local Groups

A local user or group account is an account that existseserver itself and grants users or

groups access to its resources. If the server is part of a domain, it can also be configured to grant
access to domain users and groups. Domain users and groups are those that exist in a Microsoft
Windows NT 4 or Micrsoft Active Directory domain. You can add local users, domain users,

and domain groups to local groups.

Here you can organize such a group and add or remove member e.g., following topics will be
handled:

V)

Adding a group account

© 2006 nAppliane Networks, Inc



nAppliance mISAE Server Wéanagement 55

V)

V)

Removing a group account
Modifying group properties

Add a group account

1.

a r wD

On the primary navigation bar, choddsers

Choosd.ocal Groups.

In theTaskslist, chooseNew.

On theGeneraltab, type the name and description of the group you want to add.
On theMembers tab:

v Toadd members to the group, select a user or group to add frokddheser or group
box, and then choog&dd.

v Only local users are displayed in the list. To enter a domain user account, type the
domain and user name (<domaiser name>n the box below.

To remove members from the group, select a member or group fravtethbers box, and
then choos®emove

ChooseOK .

Remove groupaccount

1.

a > DN

From the primary navigation bar, choddsers
Choosed.ocal Groups.

Select one or more group accounts to remove
In theTaskslist, chooseDelete

Verify that the group identified is the group account you want to delete, and then choose
OK.

Set or modify a group name or description

1
2.
3.

On the primary navigation bar, choddsers
Choosed_.ocal Groups.
Select thegroup account you want to modify.
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4. IntheTaskslist, ChooseProperties.
5. On theGeneraltab, type a new name and description.
6. ChooseOK.

=  Setor modify group membership
1. On the primary navigation bar, choddsers

2. Choosd.ocal Groups.
3. Select thegroup account you want to modify.
4. IntheTask list, chooseProperties, and then select tidemberstab.
5. To add a member:
v IntheAdd user or group box, select a local user or group from the list, and then
choose thé\dd button.
v To add a domain user orayp to this group, enter a name in the ford@mnhainuses,
then choosd@dd. If you are logged on with an account that is not part of this domain,
you will also need to enter a username and password that has credentials to add the
group.
6. Toremove a membgselect a user name from thiemberslist, and then chooseemove
7. ChooseOK.

Maintenance

From the mairMaintenancepage, users can perform the following general server maintenance
tasks:

Date and Time Set the date and time on the server.
Shutdown: Shut down or restart the server.

Logs: View, download, configure, and clear event logs.
Windows Product Activation: Activate your Windows Server
Addons: Installation of additional Packages.

Backup: Back up or restore the server's operating system.
Restore: Restore the server operating system.

c ¢ ¢ ¢ Cc Cc cC C

Alert E-Mail: Set alert email on the server.
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Date/Time

Hereyou can set the date, tiraed time zone used by the server.

[= Set the date, tin@nd time zone of the server
1. On the primary navigation bar, choddaintenance

2. ChooseDate/Time.

3. Type the date and time in the indicated format.

4. Select the appropriate time zone from the list.

5. You can also automatically adjust the server for daylight saving changes, which is
recommendedlo do this, check thAutomatically adjust clock for daylight saving
changescheck box.

6. ChooseOK.

At this page you are also able to adjust a timeserver.

[= Configure a timeserver
1. On the primary navigation bar, choddaintenance
2. ChooseDate/Time.

3. Type your chosen timeserverdetime.windows.com), which you want to use for the time

synchrommISAER i on , into the text field below the te
Select the checkbox beside the text field.
5. ChooseOK.
Shutdown

Use this page to shut down, restart, or to schedsiheimlown or restart of the server. The page
identifies any shutdownelated alerts and whether any shared files are open.
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[= Shut down or restart the server

1.

o~ D

On the primary navigation bar, choddaintenance

ChooseShutdown.

Choose the task you want terform.

ChooseOK to confirm your decision.

If you have chosen to restart the server appliancdRdisearting page will display.

[ | Note
TheRestartingpage checks periodically to determine whether the server is
back online. If theRestartingpage deteds that the server is online, it
automatically returrs to the default page.

=  Schedule a shutdown or restart of the server appliance

Logs

o > w DN

From the primary navigation bar, choddaintenance
ChooseShutdown.

ChooseScheduled Shutdown

Choose the schedulstiutdown settings you want.
ChooseOK.

E | Note
To cancel a currenthscheduled event, select theNo scheduled shutdown or
restart button.

A log file is a file that stores messages, or event logs generated by an application, service, or
Microsoft Windows. These messages are used to track the operations performed on the server.

You can use theogs feature to view, clear, download, and configure the following types of
event logs provided by the system:

V)

ManagingApplication Logs: The application log attains events logged by applications and
services running on the server. The events that are recorded are dependent upon the
application.

ManagingSecurity Logs The security log can record security events such as valid and
invalid logon attempts as welkavents related to resource use such as creating, opening, or
deleting files.
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ManagingSystem Logs The system log contains events logged by the Microsoft Windows
operating system components

ManagingWeb Administration Logs: The Web administration log ctains events logged
by the Web server related &ccessing the administratiorbvsite.

Clearing Log Files
Downloading Log Files
Modifying Log Properties
Viewing Log Details

Clear application, security or system logs

1.

a > D

On the primary navigation bacthooseMaintenance
Choose.ogs.

Select the type of log you want to clear.
SelectClear Log.

ChooseOK.

Clear Web administratiogs

L

On the primary navigation bar, choddaintenance
Choose.ogs.

SelectWeb Administration Log .

Select one or nre log files to clear.

ChooseClear Log.

ChooseOK.

Download application, security or system logs

1
2
3
4
5.
6
7
©

On the primary navigation bar, choddaintenance

Choosed.ogs.

Choose the type of log you wish to download.

ChooseDownl|l oad Logé

At theDownload S/stem Logpage select the log format you want.
ClickDown | o a dto downipad the file.

SelectSave this file to disk
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8.

ChooseOK.

[= Download Web administration logs

N o o M DN e

On the primary navigation bar, choddaintenance
Choosed.ogs.

Select theVeb Administration Logs.

Select the log file to download.
ChooseDownload Log.

Select Save this file to disk.

ChooseOK.

=  Modify the properties of a log file

o g M w DN PRE

On the primary navigation bar, choddaintenance

Choose.ogs.

Choose thé\pplication, Systemor Security log you want to configure.
Choosedlog Properties.

In theMaximum log sizebox, type the maximum size of the log, in kilobytes.

Select the button that best represents how you want to handle log entries once the maximum
log size is reached.

[= View the details of a log file

1.

a > D

On the primary navigation bar, choddaintenance
Choose.ogs.

Choose the type of log you wish to view.

Select the log or log entry you want to view.
ChooseEvent Detailsor View Log.

(] Note

If you are viewing the apptiation, security, or system log, you can navigate
between log entries using th&Jp and Downbuttons.

The HTTP protocols log events in multiple log files. After selecting a log file,
you can choose to view, clear, or download the contents of the log file.
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Addons

Additional software can be installed to increase the security level or ease the manageability of
your appliance.

= Install an additional software
1. On the primary navigation bar, chodgaintenance
ChooseAddons.
ChooseNext.
Select the desiresbftware you want to install and choddext.

a > DN

After selecting théavouredsoftware, the setup process will be started in a remote desktop
sessionPlease follow the instructions of the setup program.

After theinstallation has completedhooseNext.

ChooseFinish.

] Note

It is recommended to install the program to its default location to ensure
that it is included in the backups.

Extra licenses need to be purchased for additional software packages. Most
packages contain a 3 days trial license, to bable to use the software after
this period; licenses which satisfy your LAN environment have to be
purchased. Please contact your reseller for more information.

Backup

Allows you to backup theISAE Server appliance. In every backup process the follofiliag
and settings are backed up:

L system state (contains registry, boot files and C€2ittings)

v ¢\ (the whole system drive)
v dMogs (mISAE server lodfiles)
v d:\reports (reports frommISAE)

There are 2 possibilities to choose from

v Full backup: Always backs up all files, depending on your configuration and the amount of
log files, this backup file will be greater than 2.5GB in size.
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v Differential backup: Only backs up files which archiagtribute has been res#tatmeans:
all files that have changesince the last backup. Note that this backup type does note set the
archive flag again, you will notice that every differential backup file is larger than the one
before. However, there is a large advantage when it comesnIAEESter recovery: you
will only need to restore the last full backup file and one (the latest) differential backup file.
Depending on the amount of log files and reports, the Backup file will be at least 700MB
large. The reason for this is that a differential backup also cont&iisgstem state, which
is by default about 650MB.

*l}' Important

After the appliance is initially configured it is highly recommended to make a
full backup. All backup files should be moved to a secure location after the
backup has finished.Note that it isnot possible to restore backups to a
different appliance type, i.e. backups frommmISAE10 appliance canrot

be restored to amISAE60 appliance!

It is also possible to choose thtoragenvhere the backup should be writtéfou can choose
between d.ocal Store, Windows ShareandLinux Share

v Local
Stores the Backup Local Bt\Backups
v WindowsShare

Enter the UNC path to the share where you want to storathe b files in the "Server"
field. Note that you can enter domain users in the form "DOM&ddt" in the "User" field,
an optional subdireoty can be provided in the "Directdrfeld.
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v Linux Share

If you want to use an SSH connection to a linux machine to backup your Appliance, please
provide a valid DNS name or IP address in the "Server fiakliyell as the TCP port

number where the SSH daemon is listening. In the "Directory"filed provide the absolute
path where you want to store the filkhe first time when you use the server, a-ppp

opens and you will have to commit the servers &8

You can also export and import th@SAE configuration, which contains rule base, network
objects and VPN configurations.

=  Backup the system immediately

1. On the primary navigation bar, choddaintenance
ChooseBackup.
ChooseBack up the system immeditely.
ChooseOK.

After a message has appeared on the screen, the system will start the backup in background 2
minutes later.

a > DN

[= Add a scheduled backup task

1. On the primary navigation bar, choddaintenance
ChooseBackup.
ChooseAdd a scheduled backup ask.
Configure the time you want to start a backup
ChooseOK.

a r wD

[= Remove a scheduled backup task
1. On the primary navigation bar, choddaintenance
2. ChooseBackup.
3. Choose thecheduledackup task you want to remove.
4. ChooseOK.

=  Export current configuratio
1. On the primary navigation bar, choddaintenance
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ChooseBackup.

ChooseExport current configuration .

ChooseOK.

Follow the instructions on the screen and save théofddavoured path.

Import uploaded configuration

1.

2
3.
4

On the primary navigation bachooseMaintenance
ChooseBackup.
ChoosédJpload a file

ChooseBrowse, select aitmISAE Server configuration file, clicklpload and wait until a
message indicates that the file was uploasiedessfully.

Close the Upload window.
Choosdmport uploaded configuration .
ChooseOK.

View backup log

1
2.
3.

On the primary navigation bar, choddaintenance
ChooseBackup.
Choose View Backup Lognd the last 50 lines of the kide are shown.

4| Important

The import process will start by a scheduled task minutes after the OK
button has been pressed. During the import process the server valbse all
open connections including the connection to the welmanagement
interface.
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Restore

In case of misconfiguration onmamISAEESter recovery you may revert thAppliancemISAE
Sever to a previous state using the restore function.

4% | Important

If the appliance is a member server of an Active Directooy Windows NT4
domain, it may be necessary to radd the computer to the domain after the
restore process has finished. Iyou perform a anmISAEBter recovery, you
have to copy your baclp files to the new appliance first. Your may use a
remote desktop connection to fetch the files from your secure location.

To generally start the restore wizard performabgons below.

[= Sart the Backup or Restore Wizard
1. On the primary navigation bar, choddaintenance
2. ChooseRestore

3. Please follow the instructions of the Restore wizarithe remote sessidp revert the
appliance to a previous state.

The following instructions willguide you through theholerecovery process, assuming that the
Appliance is freshly installed (either new haed® or a fresh install from the Appliance
InstallationDVD) and you have copied all necessary backup files to the FokBercups

[= RecoverProcess

1. Restore the full backupsing theBackup and Restore Wizard It is recommended, to
selectalways overwrite filesfrom the advanced settings when performing this restore.

Reboot the machine and restore lttestdifferential backup if necessary.
Re-add the machine to your NT 4 Domain or Active Directory domain if necessary.

© 2006 nAppliane Networks, Inc



nAppliance mISAE Server Wéanagement 67

Alert BMall

Your server can be configured to generate an automatiilenotification when an alert is
raised. You can choose to be notified when any type of alestded or only for specific alert
types, such as informational, warning, or critical alerts.

This feature uses the SMTP service to senthd. In a normal Internet environment, you do not
need to configure an SMTP gateway. However, to semdikto Micosoft Exchange Server or
Lotus Notes, you need to provide the name of the specific SMTP gateway. You must put the
SMTP gateway server name, or IP address, in the SMTP server field in thiladMahgement
Contact your Microsoft Exchange administrator far ferver name of the SMTP gateway.

[= Enable the alerirgail feature
1. From the primary navigation bar, choddaintenance
2. ChooseAlert E-Mail .

3. Select the€Enable alert email button, and then select the check boxes for the circumstances
under which yowant alert email to be sent.

In theTo box, type the system administratormail address.

You may have alert-mail sent to multiple addresses, simply type the addresses into the
box, separated by a comma.

In theFrom box, type the user name of teenail account from which the mail will be sent.
In theWith box, type the SMTP gateway name or IP address of the SMTP server.
To test the settings, choosest

v After clicking theTestbutton, test nail is sent. If the SMTP service is not instalted
your computer, or there is no network cable, you will receive the error message-"Test e
mail cannot be sent out."

v If you do not receive the testmaail at all, even though the message "Testadl has
been sent out. Please check administrator's mailias'been displayed in the Web UlI,
the error has most likely been caused by the SMTP sdrvailear this error, reset the
SMTP server nae.

9. ChooseOK.

[= DmmISAHRHe the alert-mail feature
1. From the primary navigation bar, choddaintenance.
2. ChooseAlert E-Mail .
3. Select thedommISAEEDble sending alert email button.
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Administration

From the mairAdministration page, users can perform the following general server
maintenance tasks:

v File upload: upload and, if you want, execute a file in you folder

v MISAE Management ConsoleStart thenlSAE Management Console to configure your
system.

v ResourcesView actual server resources.

v Sniffer: Ability to sniff the network traffic.

v Remote Desktop Manage all aspects of the server by connecting to it using Remote
Desktop.

v Harden System Policy:Restrict access to web Ul and remote desktop

File Upload

[= Upload a file

L

On the primary navigation bar, chooséministration .

ChooseFile upload.

Fill in the drectory where you want to stoyeur uploaded file (e.d>:\Uploads)
Browsefor the file which you want to upload.

If you want to execute thfide after uploading, activatihe checkboXExecute after upload
Click File upload

mISABManagement Console

Start themISAE Management Console to configure your system.
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=  Start thanISABanagement Console

1. On the primary navigation bar, chooséministration .
2. ChoosemISAE Management Console

3 I5A Management Console - Microsoft Internet Explorer

B Microsoft Internet Security and Acceleration Server 2004

File Action Wiew Help

= B[P a0 &

Microsaft

nternet Security &
Acceleration Server2o04
Standasd Edition

=3 Microsaft Internet Security and Accele

Firewall Policy

Firewall Policy

(-3 Configuration
[ | Mame | Ackion | Protocals | Frarm { Listener | To | Condition
= [#]1 Aci;l;\;istrative At @ allow L RDP (Termi... =5=Interna| ......... = Local Hosk ™ 4l Users
Lf web sSL
|_T| Last Defaulk rule ® Deny “ﬂ All Traffic ﬁnll Mebwnrks ... ﬁ All Metwork. .. % All Users

J

|Done

&

Important
Close the application inside thanlISAEManagement Console as shown in
the picture above to siut down the session correctly.

Resources

Views actual system parameters like:

v Memory size
v Memory usage
v Processor usage
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v Running time

The CPU usage is averaged over 1 minute to get a more accurate value.

=  Show resources
1. On the primary navigation bar, abseAdministration .
2. ChooseResources

Sniffer

This gpens the network packet analyser whiginstaled on themISAE server appliancélhis
program is useful to debug network issues and should only be used by network professionals.

=  Startthe Sniffer Apphtion
1. On the primary navigation bar, chooséministration .
2. ChooseSniffer.

. Important

Close the application inside the Sniffer Console as shown in the picture
above to shut down the session correctly.
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